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Welcome 
Welcome to the 2021 Microsoft Security 
Insight Report for the UK Charity sector.

This comprehensive report includes both 
empirical research and analysis of the 
cyber-threat within the UK Charity sector 
and a qualified insight from a Microsoft 
perspective.

We hope that this report provides a rich 
source of information for all forward-
thinking Charities that need to protect and 
regulate their organisations, typically within 
a tight budgetary framework.

          Softwerx quickly gets to the crux 
of the security challenges that many 
Charities are currently facing – and they 
present an equally compelling insight 
into how these can be overcome with 
their ´Microsoft First` approach.”

Donal Watkin
Chief Executive, 
The Association of 
Charitable Organisations

A big thank you to all of the Charities 
involved in helping to compile this 
report, in particular, the Association of 
Charitable Organisations, and of course, 
all of our colleagues at Microsoft.

Yours sincerely,

David Smart
Managing Director
Softwerx

"
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Introduction
Softwerx is the UK’s leading Microsoft 
Cloud Security specialist and has worked 
with some of the best-known Charities in 
the UK for more than ten years.

We wanted to combine our Microsoft 
knowledge and sector experience to 
present a unique and informative insight 
for all Charities that need to stay secure 
and compliant.

We surveyed over one hundred different 
Charities in the UK to gain a detailed 
insight into the biggest threats and 
concerns from their perspective. We 
examined the extent to which they felt safe 
and how they felt that the cyber threat was 
increasing for their organisation.

We then asked about their understanding 
of the current Microsoft Security portfolio, 
in particular, their existing current 
investment (Subscription Plan) and to what 
extent they thought that Microsoft could 
help them face the challenges for their 
organisation.

We gained a fascinating insight into the 
Charity Sector. Through our own detailed 
understanding of Microsoft's security 
portfolio, we were able to establish a clear 
overall picture of the challenges faced, 
from which we drew a compelling set of 
recommendations. 

It is clear that Charities can realise 
significant security and commercial gains 
by adopting a Microsoft First approach to 
cyber security. 
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A ´Microsoft First` approach 
encourages a better understanding 
of the latest Microsoft security 
portfolio.  This enables you to 
leverage your existing investment, 
resulting in significant commercial 
gains and an improved security 
posture.

The Microsoft Cloud Security Specialists
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Given the voluminous quantities of data 
that Charities have to deal with, much of 
it Personally Identifiable Information (PII), 
it is not surprising that this sector is a key 
target for commercial criminals (a third of all 
Charities in the UK suffered a cyber-attack last 
year). 

Furthermore, with the advent of increased 
home-working, cybercrime within the Charity 
sector has soared even further. The Charity 
Commission recently reported that it had 
received 645 reports of fraud and cybercrime 
between March and September 2020, 
resulting in funds of £3.5M being stolen1. 

Finally, the majority of registered Charitable 
organisations in the UK cannot easily 
justify or afford expensive enterprise-grade 
cybersecurity solutions, nor have the skills to 
actually configure and maintain the solutions. 
This is another important factor that makes 
this sector uniquely vulnerable to cybercrime. 

1 https://www.civilsociety.co.uk/news/charities-have-lost-millions-
to-fraud-during-pandemic.html 

The unique challenges
for Charities 
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Assessing the threat
Taking stock of the overall cyber threat for UK Charities makes for some sobering reading.

65% of those surveyed 
expect the cyber-threat 
to increase toward 
their organisation over 
the next 12 months

In parallel - 78% feel 
that their own role in 
managing security 
is increasing in 
difficulty

Not increasing

Increasing
Not increasing

Increasing
Not increasing

65% 78%

89% of Charities report that the 
complexity of the cybersecurity 
marketplace is increasing

Complexity
89% 

Increasing in complexity

The Microsoft Cloud Security Specialists
Microsoft Security Insight Report for Charities



Meeting the challenge

Certification

Some certification
No certification

Highly certified
Some certifications

The cyber security challenge for Charities is both significant and increasing.

88% feel that recruiting 
and retaining skilled 
resources is a key 
prohibitive factor 
to protecting their 
organisation

Employing skilled security pros is an inhibitor
Employing skilled security pros is not an 
inhibitor

88%

64% 10% 
Whilst 64% of Charities had 
some sort of cyber security 
certification, only 10% of 
those were highly certified

 Budget is an inhibitor
Budget is not an inhibitor

57%
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Understanding Microsoft Security

A Zero Trust approach

A  Zero Trust approach is at the heart of 
the Microsoft Security portfolio. 
 

Just 44% of those 
Charities surveyed 
have implemented 
Zero Trust

         Given Microsoft’s footprint across 
so many technologies, we’ve been in 
a unique position to think holistically 
about the core aspects of security... 
We have an approach that is truly 
end-to-end... Microsoft’s security 
organization is an intense, massive 
collaboration... all coming together as 
one humming machine...” 

Vasu Jakkal
Corporate Vice President, 
Microsoft Security, 
Compliance and Identity

Global capability 
Microsoft monitors more 
than 8 trillion security signals 
every 24 hours.

Best of breed
Microsoft are now leading 
in 5 different Gartner Magic 
Quadrants for security.

Futureproof investment
Microsoft have committed 
to invest $1BN in 
cybersecurity every year. 

Seamless security
Microsoft offers a 
uniquely seamless user-
experience for security.

44%

Register now >

"
Implemented Zero Trust
Not implemented Zero Trust

Microsoft Security Insight Report for Charities
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Key take away
Microsoft Secure Score is the fundamental starting point to ascertain your 
organisation's basic cyber security posture from a Microsoft perspective.

Scope
No scope

A lot of scope
Some scope

Adopting a Microsoft First approach

81% of respondents 
admitted that they 
did not have a full 
awareness of the 
Microsoft 365 and 
EM+S portfolio 

Only 34% of those 
Charities surveyed 
knew their Microsoft 
Secure Score 

Scope
90% of Charities feel 
there is some scope to 
leverage more value 
from their existing 
Microsoft subscription 
and 34% of those feel 
there is a lot of scope

90% 

34%

34%

81%

The Microsoft Cloud Security Specialists
Microsoft Security Insight Report for Charities

Adopting a Microsoft 
First approach means not 
overspending on unnecessary, 
alternate third-party cyber 
security solutions and better 
leveraging your existing 
Microsoft subscription. 
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Kidney Research UK in context

Kidney Research UK had an ageing estate 
of on-premise Servers that required 
updating - and an increasingly distributed 
workforce that needed a greater degree 
of flexibility in terms of working both 
remotely and securely. The Charity also 
had a myriad of different cybersecurity 
solutions including endpoint protection, 
Secure Email Gateway and Breach 
Detection software.  

With the advent of Covid-19, the need for 
staff to be able to work remotely and

securely became an even more urgent 
business need. Kidney Research UK were 
keen to build on their existing Microsoft 
investment and avoid adding more layers 
of cost and complexity to their IT budget 
and workforce. 

Adopting a Microsoft First approach in 
practice

The Softwerx technical team explained 
the concept of a ‘Microsoft First’ approach 
to key stakeholders in order to leverage 
the maximum capabilities of the latest 
Microsoft stack.

          In terms of Microsoft, Softwerx 
really has deep technical knowledge, 
but what sets them apart is their 
ability to clearly explain all of that 
technology.”

Anne-Marie McCarthy
Executive Director: 
Finance and Operations,
Kidney Research UK

has 
gone

Action Benefit

Migrate Servers to Azure Increased flexibility

Deploy Autopilot with Intune, Identity 
Management and Office 365 Advanced 
Threat Protection

Increased security, reduced 
management overhead

Retire three different third-party solutions, 
in preference for Microsoft E5 Security

Net commercial gain

Implement Microsoft single-sign-on (SSO) 
with Microsoft MFA

Seamless & secure user experience

1

3

4

   2

"
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YMCA Trinity Group in context

With the advent of COVID, the YMCA Trinity 
Group needed the ability to work from 
anywhere, with secure remote access to 
systems and data incorporating a robust 
Bring Your Own Device (BYOD) policy. 

In addition, the YMCA Trinity Group needed 
real-time hybrid collaboration capability 
between the office and home.

Adopting a Microsoft First approach in 
practice

The YMCA Trinity Group decided to adopt a 
cloud strategy and invest in a Microsoft First 
approach. 

To achieve this, Softwerx developed a 
comprehensive set of Microsoft policies 
and supporting documents to plan the 
deployment. 

This deployment leveraged Microsoft's 
security stack including Autopilot, Azure 
AD, Conditional Access and Microsoft 
Endpoint Manager.

In addition, the group took advantage 
of Microsoft Business Premium licensing 
benefits via Windows 10 to set up a 
Windows Virtual Desktop environment 
in Azure. Users thus gained access to 
company data from anywhere whilst 
keeping costs to a minimum.

The YMCA Trinity Group implemented 
Defender for Office 365 as part of their 
Microsoft Business Premium security 
solution. This reduced potential spam 
and phishing attacks, whilst it ensured 
documents uploaded to the cloud were 
scanned and that emails were checked for 
malicious attachments and dangerous links.

Softwerx implemented the configuration 
in  phases with minimal business disruption. 
All of the above helped achieve the Cyber 
Essentials certification.

Microsoft Security Insight Report for Charities

          Our staff needed to be able 
to work remotely, but this had to 
be efficient and secure. Softwerx 
introduced us to their ‘Microsoft First’ 
approach which they designed and 
deployed very quickly.”

Neil Portor
Support Services Director, 
YMCA Trinity Group

"
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Key findings

3. Limited budget
A lack of skilled resources and available 
budget were found to be significant 
prohibitive factors in ensuring robust 
security. In contrast, 90% of survey 
respondents recognise that they could 
be leveraging more from their existing 
Microsoft investment.

1. A lawful obligation
Trustees have a lawful obligation to 
act in a manner that both limits liability 
and protects the overall interests of 
the Charity – yet, nearly a third of all 
Charities do not have even the most 
basic Cyber Essentials certification in 
place.

2. Limited knowledge
The cyber security threat landscape 
and the marketplace is fast-moving, 
and can be confusing. Just trying 
to see the wood from the trees is 
an expensive fulltime job - 78% of 
respondents thought that this job was 
becoming more difficult and 89% of 
respondents agreed the marketplace 
was becoming more complex. 

4. Licensing complexity
Microsoft has a very supportive 
licensing programme for not-for-profit 
organisations, which includes a range 
of discounts and commercial benefits. 
Many Charities are unaware and are 
not taking advantage of the numerous 
non-profit licensing offers available 
from Microsoft.

9
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1. A basic accreditation
A basic Cyber Essentials accreditation 
is the very least that any Charity should 
have in place and is generally simple and 
inexpensive to achieve. This ensures a 
baseline level of security.
  

3. Leverage investment 

Charities should stop over-spending 
on multiple/alternate third-party cyber 
security solutions. Charities should seek to 
better leverage their existing Microsoft 
subscription/deployment through 
increased awareness and understanding.

4. Licensing benefits
Microsoft licensing is a constantly moving 
feast and there are  significant changes 
planned for later this year. Charities should 
therefore take stock of their current 
licensing subscription to check compliance 
and take full advantage of any new licensing 
offers. 

Key recommendations

2. Partnership approach
It is not possible to know everything. 
IT and security professionals working 
within Charities should seek external 
expert support to complement and 
supplement their knowledge. Charities 
can realise significant savings by 
forming long-term partnerships with 
trusted advisors.

9 Microsoft Security Insight Report for Charities 10



Find out everything about 
Microsoft security for 
Charities by scanning the 
QR code below.

Make sure you are taking 
full advantage of the 
latest Microsoft licensing 
promotions and benefits for 
Charities.

For more information 
contact Softwerx's Account
Director for the Charity Sector:
Nick Catling 
01223 935329 
nick.catling@softwerx.com 

Join the 
Microsoft 

Security Charity 
Community

Book a FREE 
Microsoft

Take Action

We can help get your 
Charity certified with 
a UK government 
recognised Cyber 
Essentials accreditation.

Book a FREE 
Microsoft 

Get a
Cyber Essentials 

Get a comprehensive 
understanding of where 
your Charity is from a 
security perspective from a 
qualified Microsoft expert.

Get started 
by scanning
here

Discovery Workshop certification

Licensing 
Assessment
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About this Report

This report incorporates the first primary 
research analysis undertaken for the UK 
Charity sector from a Microsoft security 
perspective. We consulted over 100 
senior IT decision makers from registered 
Charities ranging in size from 35 to over 
500 users.

We categorised them by size (0-100, 101-
250, 251-500, 501+) and location. We asked 
them a set of detailed questions about their 
overall security posture, as well as their use, 
adoption, approach and attitude toward 
their Microsoft 365 investment. 

Based in Cambridge and London, Softwerx 
is a leading Microsoft Cloud Security 
Practice with specialist knowledge around 
Microsoft cloud security, infrastructure and 
compliance.

Holding multiple Gold Microsoft Partner 
competencies and industry standard 
accreditations, we are well equipped to 
provide the industry insight your team 
needs.

We’ve been helping forward-thinking 
charities modernise and secure their 
businesses across the UK and Europe for 
nearly twenty years –  the chances are we 
could help yours too. 

Disclaimer: 
Information is accurate at time of going to print. Softwerx 
cannot be held liable for any losses or damages resulting 
from information provided in this report. The opinions 
expressed in this report are those of Softwerx Ltd and do not 
necessarily represent those of Microsoft.

About Softwerx

Faith Akinbo is a Microsoft 
Research Analyst at 
Softwerx, specialising in 
the empirical research 
and analysis of Microsoft 
security and compliance.

About the Author
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